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Chapter 10

Security and Control
Multiple-Choice Questions

	1. 
	The Internet poses specific security problems because:

a.
it was designed to be easily accessible.

b.
everyone uses it.

c.
no one owns it.

d.
it changes so rapidly.



	2. 
	Policies, procedures, and technical measures used to prevent unauthorized access, alternation, theft, or physical damage to information systems refers to:

a.
security.

b.
controls.

c.
benchmarks.

d.
algorithms.



	3. 
	All of the methods, policies, and organizational procedures that ensure the safety of the organization’s assets, the accuracy and reliability of its accounting records, and operational adherence to management standards refers to:

a.
legacy systems.

b.
SSID standards.

c.
vulnerabilities.

d.
controls.



	4. 
	Automated data are more susceptible to destruction, fraud, error, and misuse because information systems concentrate data in computer files that:

a.
are usually bound up in legacy systems that are difficult to access and difficult to correct in case of error.

b.
are not secure because the technology to secure them did not exist at the time the files were created.

c.
have the potential to be accessed by large numbers of people and by groups outside of the organization.

d.
are frequently available on the Internet.


	5. 
	Large amounts of data stored in electronic form are _____________ than the same data in manual form.

a.
less vulnerable to damage

b.
more secure

c.
vulnerable to many more kinds of threats

d.
more critical to most businesses



	6. 
	Computers linked to the Internet are more vulnerable if they are linked through:

a.
a cable modem.

b.
an ISP.

c.
a DSL line.

d.
Both a and c.



	7. 
	Security challenges for the Internet communications layer during communication include:

a.
line taps, denial of service attacks.

b.
tapping, sniffing, message alteration.

c.
computer viruses, line taps, loss of machine.

d.
vandalism, theft and fraud, line taps.


	8. 
	Internet security challenges for the server during communication include:

a.
copying of data, alteration of data, loss of machine.

b.
theft and fraud.

c.
computer viruses, line taps, hacking.

d.
tapping, sniffing, message alteration.



	9. 
	An independent computer program that copies itself from one computer to another over a network is called a:

a.
worm.

b.
Trojan horse.

c.
bug.

d.
Pest.


	10. 
	Sobig-F and Netsky.P are:

a.
viruses written in script programming languages that use Microsoft Outlook to spread to other systems.

b.
“worm” type viruses that arrive attached to e-mail and spread from computer to computer.

c.
“multipartite” viruses that can infect files as well as the boot sector of the hard drive.

d.
viruses that make a clicking sound with each keystroke on the 18th day of the month.



	11. 
	The main security problem on the Internet is:

a.
Microsoft.

b.
inadequate bandwidth.

c.
hackers.

d.
wireless transmission.



	12. 
	Using numerous computers to inundate and overwhelm the network from numerous launch points is called a:

a.
Worm

b.
Trojan horse.

c.
DDoS.

d.
cybervandalism.



	13. 
	Tricking employees to reveal their passwords by pretending to be a legitimate member of a company is referred to as:

a.
name dropping.

b.
social engineering.

c.
identify theft.

d.
cyber theft.



	14. 
	The main source of bugs is:

a.
inattention to detail.

b.
the complexity of decision-making code.

c.
object-oriented programming.

d.
structured programming.



	15. 
	General controls:

a.
are unique to each computer program.

b.
ensure that data files on either disk or tape are not subject to unauthorized access, change, or destruction.

c.
establish a framework for controlling the design, security, and use of computer programs throughout the organization.

d.
audit the systems development process.



	16. 
	Administrative controls:

a.
ensure that data files on either disk or tape are not subject to unauthorized access, change, or destruction.

b.
establish a framework for controlling the design, security, and use of computer programs throughout the organization.

c.
audit the systems development process.

d.
are formalized standards, rules, procedures, and disciplines that ensure that the organization’s controls are properly executed and enforced.


	17. 
	Software controls:

a.
ensure that computer hardware is physically secure.

b.
ensure that programmed procedures are consistently and correctly applied to the storage and processing of data.

c.
ensure that data files are not subject to unauthorized access, change, or destruction while they are in use or in storage.

d.
perform overall control functions for the programs that directly process data and data files.


	18. 
	Software controls:

a.
monitor the use of systems software and prevent unauthorized access to software programs, systems software and computer programs.

b.
ensure that computer hardware is physically secure and check for equipment malfunction.

c.
audit the systems development process at various points to ensure that the processes are properly controlled and managed.

d.
ensure that valuable business data files on either disk or tape are not subject to unauthorized access, change, or destruction while they are in use or in storage.


	19. 
	Hardware controls:

a.
oversee the work of the computer department to ensure that programmed procedures are consistently and correctly applied to the storage and processing of data.

b.
ensure that computer hardware is physically secure and check for equipment malfunction.

c.
audit the systems development process at various points to ensure that the processes are properly controlled and managed.

d.
monitor the use of systems software and prevent unauthorized access to software programs, systems software and computer programs.



	20. 
	Computer operations controls:

a.
ensure that computer hardware is physically secure, and check for equipment malfunction.

b.
ensure that programmed procedures are consistently and correctly applied to the storage and processing of data.

c.
ensure that valuable business data files on disk or other media are not subject to unauthorized access, change, or destruction while they are in use or in storage.

d.
use formal standards, rules, procedures, and control disciplines to ensure that the organization’s general and application controls are properly executed and enforced.



	21. 
	Data security controls: 

a.
are unique to each computer program.

b.
ensure that data files on either disk or tape are not subject to unauthorized access, change, or destruction.

c.
establish a framework for controlling the design, security, and use of computer programs throughout the organization.

d.
are formalized standards, rules, procedures, and disciplines that ensure that the organization’s controls are properly executed and enforced.



	22. 
	Implementation controls:

a.
oversee the work of the computer department to ensure that programmed procedures are consistently and correctly applied to the storage and processing of data.

b.
ensure that computer hardware is physically secure and check for equipment malfunction.

c.
audit the systems development process at various points to ensure that the processes are properly controlled and managed.

d.
monitor the use of systems software and prevent unauthorized access to software programs, systems software and computer programs.



	23. 
	Computer matching uses _____________ controls.

a.
administrative

b.
output

c.
processing and output

d.
input and processing



	24. 
	Processing controls:

a.
are the routines for establishing that data are complete and accurate during updating.

b.
are the routines that audit the systems development process at various points to ensure that the processes are properly controlled and managed.

c.
ensure that valuable business data files on either disk or tape are not subject to unauthorized access, change, or destruction while they are in use or in storage.

d.
are the procedures to check data for accuracy and completeness when they enter the system.



	25. 
	Processing controls:

a.
ensure that the results of computer processing are accurate, complete, and properly distributed.

b.
ensure that data are complete and accurate during updating.

c.
check new data for accuracy and completeness.

d.
set security parameters.



	26. 
	Output controls:

a.
are the routines for establishing that data are complete and accurate during updating.

b.
are the routines that audit the systems development process at various points to ensure that the processes are properly controlled and managed.

c.
ensure that valuable business data files on either disk or tape are not subject to unauthorized access, change, or destruction while they are in use or in storage.

d.
ensure that the results of computer processing are accurate, complete, and properly distributed.


	27. 
	Run control totals use ___________ controls.

a.
administrative

b.
output

c.
processing and output

d.
input



	28. 
	Reporting distribution logs use _____________ controls.

a.
administrative

b.
output

c.
processing and output

d.
input



	29. 
	Edit checks use ______________ controls.

a.
administrative

b.
output

c.
processing and output

d.
input



	30. 
	Input controls:

a.
are the routines for establishing that data are complete and accurate during updating.

b.
are the routines that audit the systems development process at various points to ensure that the processes are properly controlled and managed.

c.
ensure that valuable business data files on either disk or tape are not subject to unauthorized access, change, or destruction while they are in use or in storage.

d.
are the procedures to check data for accuracy and completeness when they enter the system.



	31. 
	Online transaction processing requires:

a.
more processing time.

b.
a large server network.

c.
fault-tolerant computer systems.

d.
a dedicated phone line. 

	32. 
	High-availability computing:

a.
promises continuous availability.

b.
promises the elimination of recovery time.

c.
uses online transaction and backup systems.

d.
helps firms recover quickly from a crash.



	33. 
	Mirroring:

a.
links two computers together so the second can be a backup to the first.

b.
distributes large numbers of access requests across multiple servers.

c.
uses a backup server that duplicates all the processes and transactions of the primary server.

d.
Both a and c



	34. 
	Disaster recovery services offer backup for client/server systems as well as:

a.
extra personnel in case of disasters.

b.
traditional mainframe applications.

c.
automated systems processing.

d.
enterprise delivery systems.



	35. 
	An MIS audit must be conducted by someone who:

a.
has programming experience.

b.
is not connected to the organization.

c.
has the power to set controls.

d.
has a thorough understanding of the entire system to be audited.



	36. 
	A firewall allows the organization to:

a.
enforce a security policy on traffic between its network and the Internet.

b.
check the accuracy of all transactions between its network and the Internet.

c.
create an enterprise system on the Internet.

d.
check the content of all incoming and outgoing e-mail messages.



	37. 
	_________ use scanning software to look for known problems such as bad passwords, the removal of important files, security attacks in progress, and system administration errors.

a.
Encryption programs

b.
Stateful inspections

c.
Proxies

d.
Intrusion detection systems


	38. 
	Most antivirus software is effective against:

a.
only those viruses active on the Internet and through e-mail.

b.
any virus.

c.
any virus except those in wireless communications applications.

d.
only those viruses already known when the software is written.



	39. 
	Someone must be able to verify that the digital signature actually belongs to whoever sent the data and that the data were not altered after being “signed” in order for/to:

a.
the public key encryption to be transferred to the private key.

b.
the signature to be legally binding.

c.
make sure the correct private key is used.

d.
the private key to be transferred to the sender.



	40. 
	Currently, the protocols used for secure information transfer over the Internet are:

a.
TCP/IP and SSL.

b.
S-HTTP and CA.

c.
HTTP and TCP/IP.

d.
SSL and S-HTTP.




Essay Questions

	41. 
	Hackers and their companion viruses are an increasing problem, especially on the Internet.  What can a digital company do to protect itself from this?  Is full protection feasible?  Why or why not?



	42. 
	How does a firewall work and what does it do?  Describe the two major types of firewall technology and how each works.



	43. 
	What is a digital certificate?  How does it work?




